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2015

2014

2013

Ashley
Madison
32M
Sony
11TB
iCloud
Unknown
Staples
1.16M
Michaels
3M
Schnucks
2.4M
Other Financial data

Pictures, video

documents, email account numbers
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Personal & Health data
Health & medical insurance claims,
Pll, SIN, usernames & passwords

Excellus
10M
CarPhone
Warehouse Ashley
2A4M Madison
32M OPM
25M
Adult Friend
Finder
CareFirst am
2.4M Premera Anthem
1M sony 78.8M
11TB
TripAdvisor
(Viator) 1.4M
JP Morgan
Chase
83M Facebook
Home Depot M oL
109M SnapChat 20M
4.6M
Adobe Evernote
38M
Yahoo S0M
22M
Tal’get Ubuntu
110M — 1.82M
Living
: bay
Social UBISOFT
145M
50M 58M

Payment card records,

Top data breaches
2013 -
Sept. 15, 2015

Data breaches of recognized
companies involving at least
1M records by size and type

High-demand data within
the underground
economy
Personal & health data
Usernames & passwords
Loyalty reward points
Social media accounts
Financial data
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Impact of a typical breach
Average cost (CAD) of a breach 5.32M or $250 per record

n & Escalation

Date Bead) oty Coneds
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-XECUlve Impersonation Fraud

Executive fraud — where a criminal poses as a senior person within the firm,
either by hacking or “spoofing” their email account, and convinces someone

with financial authority to make a payment.

Message (HTML)

& Ignore x __«] ﬂ _Q & 23 m-Bluebox I_H‘ E‘:" -‘_;-_%MarkUmead a% :' Q ﬁ‘

2 To Manager gi Categorize ~

4

~ Delete  Reply Reply Forward B, . : —|| Move [}~ Translate | Zoom Report
& o All ¥ 7 |3 Team E-mail E 2¢ 87 v Followup - L 2 Phishing
Delete Respond Quick Steps Ta Move Tags I Editing Zoom | PhishMe
@ This message was sent with High importance.
From: Rohyt Belani <rohyt.belani@phishme.com> Sent: Wed9/16/2015 12:08 PM
To: Samuel Hahn
Cc
Subject: Request
— drir =
Hi, N

Are you busy ? i need you to process a wire transfer for me today. Let me know when you are free so that i can
send the beneficiary's details.

Thanks
Sent from my iPhone
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£ XeCulive Impersonation rraud

ORMATION

Home  MNews & Commentary Authors  Slideshows Video Radic Reports ‘White Papers Events BlackHat  Online Leamning

ANALYTICS ATTACES/ APPSEC CAREERS& CLOUD ENDPOINT [oT MOEILE OPERATIONS PERIMETER RISK THREAT VULNS/
BREACHES PEOFLE INTELLIGENCE THREATS

FBI: BEC Scam Attempts Amount to Related Content <pnserse b SentinelOne
$3 Billion

RESOURCES
FBI warns of rise in business email compromise frauds, says it should be
s 5 What Does Axiomatic Security Look
IEpOsECNERnly, Like in the Data Center?
Data center administrators have the
i ) The FBI is warning that there has been a sudden spike in business email AHERRuielengs of senlamo it
Dark Reading i 3 : E organization's most valuable resources .
Staff compromise (BEC) scams. Launching a public awareness campaign, the
Bureau said fraudsters tried to steal around $3.1 billion from businesses I ere ia! | epe - WH AL Y eas o
posing as company executives and ordering huge wire transfers. Just four do about it.
Mivea intn tha Astails Af what rancrmarars

Recovering from executive impersonation fraud

1) Do not reply to the email

2) Take steps to independently confirm the legitimacy of the instructions

3) Inform organizational management

4) Immediately make employees aware

5) Engage a forensics provider to attempt to identify origin and insider involvement
6) Check historical financial / data transfers for past attacks

7) Examine workflow systems for malware

8) Review the adequacy of internal controls to combat future attempts

KPMG



cX(ortion Uriven Attacks of 1oday

Cyber Extortion — Where an individual
receives threats in relation to the leak of
sensitive and often embarrassing
information. Perpetrators demand nominal
payment to avoid exposure.

Ransomware — where a piece of malicious
software, typically received via a phishing
email, encrypts all of the data on the
company’s network, with the perpetrators
requesting a ransom in order to provide the
decryption key.

« Usually payments are requested in
Bitcoins

KkPmG
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i
Source: Data Breach Preparation & Response,
Kevvie Fowler (ISBN: 0128034513)
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cxtortion brven Atiacks of 1oday

| made a payment. now give me back my files!

Source: http://sensorstechforum.com/remove-jigsaw-ransomware-and-restore-fun-kkk-btc-encrypted-files/
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cxtortion Uriven Attacks of 1oday

Spouses of Ashley Madison users
targeted with blackmail letters

Threatening letters sent to the partners of former and current members, as well as
themselves, with the demand: ‘pay $2,500 in bitcoin or have your infidelity

exposed’

So here is what I did when [l did not pay up by the deadline. I of course anonymously
contacted his wife, i} and told her about [ilj's membership on Ashley Madison and told
her how to confirm it for herself. But I didn't stop there. 1 also contacted [llils work
colleagues. 1 also contacted his daughter. And his daughter’s boyfriend. And | contacted several

of his superiors, peers, and subordinates at [ -

You sce, (R if you don't comply with my demand [ am not just going to humiliate you, |
am going to humiliate those close to you as well.

Then there was another man to whom I gave the same letter and he chose to pay. I'll call him
“Mr. Wise". No, that isn't his real name. | am not going to share any of his information with you
or anyone else. Ever. You see, HIS secret is safe with me. And he will never hear from me again.

So the only real question you need to ask yourself is whether you want me to treat you like
B o1 ike “Mr. Wise”. That choice is completely yours.

If you do not wish me to destroy your life then send $2000 in BITCOIN to the Receiving
Bitcoin Address listed below. Payment MUST be received within 10 days of the post marked
date on this letter's envelope. If you are not familiar with bitcoin, read the attached “How-To”
guide. You will need the below two pieces of information when referencing the guide.

Source: https://www.theguardian.com/technology/2016/mar/03/ashley-madison-users-spouses-targeted-by-blackmailers

KkPmG
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cxtortion Uriven Attacks of 1oday

Recovering from cyber extortion

Recovering from Ransomware

1)
2)

3)
4)

5)
6)
7)
8)
9)

Do not turn off infected systems

Engage a cyber forensics team
immediately

Limit the access of infected systems

Restrict interzone and system-to-system
direct access

Protect backups

Warn other employees

Identify the type of ransomware
Identify the source of infection

It's a business decision on ransom
payment

10) Bolster cyber security to limit the likelihood

of a repeat occurrence

Organizations

1)
2)
3)

4)

Identify point of unauthorized access
Sever unauthorized access

Check email and firewall logs for other
criminal communication with other
employees likely being blackmailed

Proactively search breach databases for
employees at risk of cyber extortion

Individuals

1)
2)
3)
4)
5)

Face it, criminals will likely not go away
Sever unauthorized access

Contact law enforcement

By cyber aware

Bolster cyber security to limit the likelihood
of a repeat occurrence
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Have | been Pwned?

haveibeenpwned.com

'*--have i been pwned?

Check if you have an account that has been compromised in a data breach

pwned
A corruption of the word

online game called Warcratft, "
Where a map designer CHino o

misspelled "owned." When the Puned on 2 breached sites and found no pastes (subsribe to search sensitive breaches)
computer beat a player, it was
supposed to say, so-and-so
"has been owned."

Breaches you were pwned in

I d . . d d A"breach” is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
nStea 1 It Sal ) SO'an -So that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.
n n

has been pwned.

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an internal 1D,
username, email, encrypted password and a password hint in plain text. The password cryptography was

h avel bee n pwn ed CO m trac kS poorly done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much

about the passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

m aJ Or d ata b reaC h eS an d Compromised data: Email addresses, Password hints, Passwords, Usernames
publicly released information

. . LinkedIn: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in
tO Ch eCk If yO U r Cred e ntl al S 2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The

passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly

h a.ve bee n eXposed cracked in the days following the release of the data.

http://lwww.urbandictionary.com/define.php?term=pwned&defid=94413
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HacKing

Hack attack — where a hacker gains access
to the company’s network, typically by
exploiting an unpatched vulnerability within
the software, allowing them access to the
company data. The target will generally be
personally identifiable information (PIl) on a

company’s customers, especially credit card
information

BS Microsoft  Cloud - Mobility - Productivity -

- Windows Learn - Try Buy - Deploy - Get help - Stay connected For home

Support for Windows XP ended

April 8th, 2014

Upgrade now >

Source https://www.microsoft.com/en-us/WindowsForBusiness/end-of-xp-support

KkPmG

NETGEAR

EOL Bulletin

Source
http://www.netgear.com/landing/eol.aspx?cid=w
mt_netgear_organic
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0SS Ot inteliectual Property

 Loss of unencrypted data through theft or loss of device

Alberta Laptop Theft Prompts
$11Million Class Action Lawsuit
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How to get Cyber security right

puld a Lyber Detensiole Position

Build a Cyber defensible position to demonstrate proper organizational due diligence
In:

— Preventing a security incident: To
— Identifying sensitive information and organizational requirements to protect it [EEIHBALE

— Ensuring the proper governance and operational management of data This exit
securit

— Protecting security findings from future data breach litigation

— Detecting and recovering from a security incident:

— Self-identifying a security incident

— Effectively responding, recovering and notifying affected individuals
— Helping to ensure a repeat related security incident isn’t experienced:

— Improve resiliency after an incident

Forgery
merge right

The result:

— Areduction in the likelihood or magnitude of fines from regulators, clients, partners and government bodies
— Areduction in the backlash from customers who may otherwise take their business elsewhere

— Areduction in the impact to share-price and the reaction to this from shareholders

— Less attention paid to your breach by the media

— Overall protection of your brand
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e Define sensitive data ‘ Identify breach scenarios e Assess detection & response capabilities

_ Define what is Assess your organization’s ability to
important to your manage an incident
organization and = Threat/incident detection

the hackers. » Efficiency and accuracy of response

=  Computer Security Incident Response
Team structure and effectiveness

e =  Performance metrics

Develop / refresh your response plan e Test and improve the response program

ldentify a target state and address gaps to Develop a testing strategy that includes
allow your organization to better detect key internal and external CSIRT
and manage incidents responders
= Time to discover = Live-fire testing
= Time to manage = Table-top testing
= Severity of post mortem review = Event simulations
findings %
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AWnole BUSINess Approach J_UB/DBf SECUI

Legal and Compliance Leadership and Governance
=Inventory of compliance requirements =Board involvement

=Compliance program components =Third-party supplier relationships

*Role of the Audit Committee :Icc)ientlflc:flon o; critical data for dat
Litigation inventory wnership and governance for data

=Cyber insurance protection
=Program management

Operations and Technology Human Factors

=Threat and vulnerability management
=L ogical security controls

=Physical security controls

=Security monitoring

=Incident response

=Integration with IT service management

=Training and awareness
=Culture

=Personnel security measures
=Talent management
=Organizational roles and
responsibilities

operations anqg
Technology

Information Risk Management

=Risk management approach and policies
=Risk tolerance identification
=Risk assessment and measures

Business Continuity and Crisis —
Management

=Ability to manage cyber events
=Financial ramifications and budget

=Resources required and training =Change management
=Detailed plans =Information sharing
=Communications =Third party accreditation
=Testing =Information communication architecture
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